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Abstrak

Adopsi aplikasi chatbot berbasis kecerdasan buatan (AI) yang pesat di
Indonesia, meskipun menawarkan peningkatan kenyamanan dan efisiensi di
berbagai sektor seperti layanan pelanggan, e-commerce, dan kesehatan, telah
menimbulkan kekhawatiran kritis tentang pelestarian data pribadi. Seiring
meningkatnya interaksi pengguna dengan chatbot ini, mereka seringkali
berbagi informasi sensitif, termasuk nama, detail kontak, data keuangan,
bahkan catatan kesehatan. Hal ini menimbulkan pertanyaan penting tentang
kecukupan langkah-langkah perlindungan data, transparansi praktik
pengumpulan data, dan potensi penyalahgunaan atau akses tidak sah
terhadap informasi ini. Studi kasus kualitatif ini menyelidiki masalah tersebut
melalui wawancara mendalam dengan pengguna chatbot, pengembang, dan
pejabat/regulator pemerintah. Temuan penelitian ini mengungkapkan
kesenjangan dalam kesadaran pengguna akan kebijakan privasi dan
kekhawatiran tentang penyalahgunaan data. Pengembang menghadapi
tantangan dalam menyeimbangkan personalisasi dengan privasi, sementara
regulator mengakui perlunya adaptasi berkelanjutan kerangka hukum.
Penelitian ini merekomendasikan peningkatan transparansi, pemberdayaan
pengguna, dan pengawasan regulasi untuk memastikan penggunaan data
pribadi yang bertanggung jawab dan etis dalam interaksi chatbot.

Kata Kunci: chatbot berbasis Al, perlindungan data pribadi, kebijakan privasi,
kesadaran pengguna, lanskap regulasi

Abstract

The rapid proliferation of Al-based chatbot applications in Indonesia, while
offering enhanced convenience and efficiency across sectors such as customer
service, e-commerce, and healthcare, has raised critical concerns about the
preservation of personal data. As users increasingly interact with these chatbots,
they often share sensitive information, including names, contact details, financial
data, and even health records. This raises pertinent questions about the
adequacy of data protection measures, the transparency of data collection
practices, and the potential for misuse or unauthorized access to this
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information. This qualitative case study investigated the issue through in-depth
interviews with chatbot users, developers, and government officials/regulators.
This study's findings revealed a gap in user awareness of privacy policies and
concerns about data misuse. Developers face challenges balancing
personalization with privacy, while regulators acknowledge the need to
continuously adapt the legal framework. The study recommends enhancing
transparency, user empowerment, and regulatory oversight to ensure
responsible and ethical use of personal data in chatbot interactions.

Keywords: Al-based chatbots, personal data protection, privacy policies, user
awareness, regulatory landscape

INTRODUCTION

The rapid advancement of artificial intelligence (Al) has led to the
widespread adoption of Al-based chatbot applications in Indonesia. These
applications are increasingly used across various sectors, including customer
service, e-commerce, banking, and healthcare, because they enhance
efficiency, reduce costs, and provide 24 /7 support. However, the widespread
use of chatbots raises significant concerns about collecting, storing, and
utilizing personal data. As users interact with chatbots, they often share
sensitive information, ranging from names and contact details to financial
information and health records. The potential for misuse of this data, including
unauthorized access, data breaches, and discriminatory profiling, has become
a pressing issue. (Chauncey & McKenna, 2023; X. Cheng, Zhang, Yang, & Fu,
2022).

Like many other countries, Indonesia is grappling with the challenges
of balancing the benefits of Al-driven technologies with the imperative to
protect individual privacy. The recent enactment of the Personal Data
Protection Law (PDP Law) in Indonesia represents a significant step towards
establishing a comprehensive legal framework for data protection. However,
the specific challenges posed by Al-based chatbot applications, such as the
potential for unintended data collection and algorithmic biases, necessitate a
more in-depth analysis of data preservation policies and practices within this
context. (Riyadi, 2021; Sebastian, 2023).

Previous research on data privacy in Indonesia has predominantly
focused on general principles and regulatory frameworks. While some studies
have touched upon Al and data privacy, there is a lack of research examining
the data preservation practices of Al-based chatbot applications in the
Indonesian context. This study aims to fill this gap by conducting a qualitative
case study to investigate the policies, practices, and user perceptions
regarding personal data protection in chatbot interactions. (Cherif, Bezaz, &
Mzoughi, 2021; Perdana, Lee, Koh, & Arisandi, 2021; Syafrina & Irwansyah,
2018).
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The research gap this study addresses is the lack of comprehensive
understanding of personal data preservation practices specific to Al-based
chatbot applications in the Indonesian context. While general studies on data
privacy in Indonesia might exist, there is a need for targeted research that
examines the unique challenges posed by Al-driven chatbot interactions, the
effectiveness of current policies in safeguarding user data, and the perceptions
and experiences of Indonesian users regarding data sharing and privacy
within chatbot interactions.

This study aims to analyze the policies and practices surrounding
personal data preservation within the context of Al-based chatbot applications
in Indonesia. The objectives are to (1) identify the current data collection and
utilization practices of chatbot applications, (2) assess user awareness and
perceptions regarding data privacy risks, (3) evaluate the compliance of
chatbot developers with data protection regulations, and (4) propose
recommendations for enhancing data preservation in this domain.

The findings of this study are expected to have several benefits. They
will inform policymakers, chatbot developers, and users about the current
state of data preservation in the Indonesian chatbot landscape. The insights
gained from this research can contribute to developing more effective data
protection policies, raise user awareness about privacy risks, and promote
responsible Al development practices in Indonesia.

THEORETICAL FRAMEWORK

The theoretical foundation of this study draws upon established
frameworks such as Privacy by Design, Information Privacy Theory,
Contextual Integrity Theory, and Fair Information Practice Principles (FIPPs).
Privacy by Design (PbD) is not merely a reactive patch to privacy issues; it's a
proactive philosophy baked into the very creation of systems. The idea is to
anticipate and prevent privacy risks before they even arise. For Al-based
chatbots, this means minimizing data collection, offering clear notices and
consent mechanisms, and fortifying security measures. Essentially, PbD is
about building privacy as the default setting, ensuring that it's not an
afterthought but an integral part of the chatbot's architecture.

Information Privacy Theory underscores the individual's fundamental
right to control their personal data. [t champions autonomy in deciding what,
when, and with whom information is shared. This theory becomes particularly
crucial for chatbot interactions, where users should have the power to
determine how their data is used and should be provided with transparent
options for management and control (Butori & Lancelot Miltgen, 2023; Z.
Cheng et al., 2023).

Contextual Integrity Theory offers a nuanced perspective, suggesting
that privacy isn't a one-size-fits-all concept. It depends on the specific context
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of the information exchange. Different social settings have varying norms
regarding what's considered private and who should have access to it. For
chatbot developers, this means tailoring their data practices to the specific
context of their application. A chatbot in a healthcare setting would have
different privacy considerations than one used for casual conversation (Criado
& Such, 2015; Martens, De Wolf, Vadendriessche, Evens, & De Marez, 2021).

The Fair Information Practice Principles (FIPPs) serve as a universal
ethical compass for handling personal data. These internationally recognized
principles emphasize notice, choice, access, integrity, and enforcement. FIPPs
act as a benchmark for evaluating the personal data preservation policies of
any data-handling entity, including Al-based chatbot applications. By adhering
to these principles, chatbot developers demonstrate a commitment to ethical
data management, fostering trust with users. These theories provide a lens
through which to analyze the data collection practices of chatbot applications,
user expectations regarding privacy, and the alignment of these practices with
social norms and legal requirements (Anthony, Elliott, DiPerna, & Lei, 2023;
Martinez-Garcia, Alvarez-Romero, Roman-Villaran, Bernabeu-Wittel, & Luis
Parra-Calderdn, 2023).

Conceptually, this study focuses on the core concepts of personal data,
data preservation, Al-based chatbot applications, and policy analysis. Personal
data is defined as any information relating to an identified or identifiable
natural person. Data preservation encompasses the protection, security, and
appropriate handling of personal data to ensure its confidentiality, integrity,
and availability. Al-based chatbot applications are computer programs that
use Al to simulate conversations with human users. Policy analysis involves a
systematic examination of the policies, regulations, and practices that govern
the collection, storage, and use of personal data by chatbot applications..

METHOD

This research employs a qualitative case study methodology to gain an
in-depth understanding of personal data preservation policies and practices
within the context of Al-based chatbot applications in Indonesia. The case
study approach allows for a nuanced exploration of the complex interactions
between technology, policy, and user experience. Multiple data collection
methods were utilized to triangulate findings and ensure a comprehensive
understanding of the phenomenon.

Data collection for this study was conducted using multiple methods to
gain a comprehensive understanding of personal data preservation in Al-
based chatbot applications in Indonesia. In-depth, semi-structured interviews
were the primary method, targeting three distinct groups: chatbot users,
developers/providers, and government officials/regulators. Fifteen chatbot
users with diverse demographics and usage patterns across sectors like
banking, e-commerce, and healthcare were interviewed. Purposive and
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snowball sampling ensured a broad representation of socioeconomic
backgrounds and technological literacy levels. Seven chatbot developers and
providers, representing various organization sizes and industries, offered
insights into the technical and policy aspects of data handling. Additionally,
five government officials and regulators provided perspectives on the
regulatory landscape and enforcement of data privacy. Interviews were
conducted either in person or via video conferencing, with informed consent
obtained from all participants. An interview guide maintained consistency
while allowing flexibility to delve into emergent themes.

To complement the individual interviews, three focus group
discussions were held with 5-7 chatbot users each. These discussions aimed
to uncover collective views and experiences related to data privacy concerns
and perceptions in chatbot interactions. Additionally, a systematic review of
relevant documents was undertaken, including chatbot privacy policies, terms
of service, the Indonesian PDP Law, and industry guidelines. This analysis
sought to identify key themes, gaps in protection, and areas of compliance or
non-compliance with data protection regulations.

Data analysis was conducted using a thematic analysis approach.
Interview and focus group transcripts were carefully read and coded to
identify recurring patterns, themes, and key insights. The coding process was
iterative and refined as new data emerged. Codes were then organized into
broader themes, and relationships between themes were explored to develop
a comprehensive understanding of the data.

Content analysis was also employed to quantify specific keywords or
phrases in chatbot policies and privacy statements. This allowed for a
quantitative assessment of the clarity, detail, and comprehensiveness of these
documents. Comparative analysis was used to contrast and compare different
chatbot applications' policies and practices, identify best practices, and
highlight areas for improvement.

Ethical considerations were paramount throughout the research
process. Participants were informed about the purpose of the study, their
rights as participants, and the measures taken to ensure confidentiality and
anonymity. All participants provided informed consent prior to participation.
Any potential risks or discomforts were minimized, and the research adhered
to ethical guidelines for qualitative research.

This study is limited to the Indonesian context and may not be
generalizable to other countries or regions. Additionally, the sample size,
while sufficient for qualitative research, may not capture the full diversity of
user experiences and developer practices.
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RESULTS AND DISCUSSION

In the ever-evolving landscape of technology, the rise of Al-based
chatbot applications has ushered in a new era of customer engagement.
Businesses across Indonesia are harnessing these intelligent virtual assistants
to provide round-the-clock support, offering quick and personalized
responses that have significantly elevated customer satisfaction and loyalty.
The result is a dynamic interaction where users feel heard and valued, forging
stronger connections with brands.

Beyond customer service, chatbots have become indispensable tools
for automating mundane and repetitive tasks. From answering frequently
asked questions to scheduling appointments and processing orders, these
digital helpers are streamlining operations and freeing up human resources to
focus on more complex problem-solving and strategic initiatives. This not only
improves efficiency but also allows businesses to optimize their workforce and
allocate resources more effectively.

The efficiency gains don't stop there. Chatbots are adept at handling a
multitude of customer inquiries simultaneously, unburdening human agents
and expediting response times. This newfound efficiency translates into
tangible cost savings for businesses, as they can now manage a larger volume
of interactions without expanding their human workforce.

One of the most remarkable aspects of chatbots is their ability to gather
and analyze vast amounts of data from user interactions. This wealth of
information provides businesses with invaluable insights into customer
preferences, behaviors, and pain points. Armed with this knowledge,
companies can tailor their offerings, personalize marketing campaigns, and
ultimately create more targeted and effective customer experiences.

While initially popular in customer service, the reach of chatbots has
expanded far beyond this domain. They are now making their mark in
healthcare, education, finance, and government sectors. In healthcare,
chatbots offer patient support and information, while in education, they
provide personalized tutoring. In the financial realm, they offer investment
advice, and in government, they facilitate citizen services. The versatility of
chatbots is proving to be a game-changer across a wide spectrum of industries.

However, the rise of chatbots has not been without its challenges.
Ethical concerns surrounding data privacy, algorithmic bias, and the potential
for misuse or manipulation have come to the forefront. As these intelligent
agents become more integrated into our lives, it is imperative to establish
robust regulations and ethical guidelines to ensure their responsible and fair
use. The ongoing advancements in Natural Language Processing (NLP) have
been a driving force behind the chatbot revolution. Sophisticated NLP models
now enable chatbots to understand and respond to human language with
remarkable accuracy and nuance. This has transformed chatbot interactions

68

This work licensed under an Attribution 4.0 International (CC BY 4.0)


https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

MEDIUM

®
Juni 2024, Vol. 12 No. 1, pp. 63-78 imnedg M Um
ISSN: 2303-0194, E-ISNN: 2615-1308 ot

into more natural, engaging, and meaningful conversations, blurring the lines
between human and machine communication.

The integration of chatbots with other cutting-edge technologies is
further amplifying their impact. Voice assistants, augmented reality, and
virtual reality are being seamlessly woven into chatbot experiences, creating
immersive and interactive encounters that redefine how we interact with
businesses and information. Chatbots are no longer confined to a single region
or culture. Their global adoption has necessitated adaptation to diverse
languages, cultural nuances, and user preferences. This has spurred the
development of multilingual chatbots that are sensitive to cultural context,
making them more accessible and relevant to users around the world.

The widespread use of chatbots is also reshaping the workforce. While
some jobs are being automated, new roles are emerging in areas like chatbot
development, training, and management. This shift in the employment
landscape requires a proactive approach to upskilling and reskilling the
workforce to meet the demands of this evolving technological landscape.

As the capabilities of Al-based chatbot applications continue to expand,
their impact on society will only deepen. It is essential for us to navigate this
technological frontier with a keen awareness of both the opportunities and the
challenges, striving to create a future where Al serves as a force for good,
augmenting human capabilities while upholding ethical principles and
protecting individual privacy.

The rise of Al-based chatbot applications in Indonesia has been nothing
short of revolutionary, transforming customer engagement and streamlining
operations across various sectors. Businesses are capitalizing on these
intelligent virtual assistants to provide round-the-clock support, leading to a
significant boost in customer satisfaction and loyalty. Chatbots are not just
answering questions; they're fostering dynamic interactions where users feel
heard and valued, building stronger bonds with brands.

Beyond customer service, chatbots have become indispensable tools
for automating repetitive tasks, freeing up human agents to focus on complex
problem-solving and strategic initiatives. This automation not only enhances
efficiency but also translates into tangible cost savings, as illustrated by the
following table:

Table 1. Estimated Time and Cost Savings per Chatbot in Indonesia

No Task Average Time Saved Estimated Annual Cost
per Interaction Savings per Chatbot
(minutes)
1 | Answering 5 $15.000
FAQs
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2 | Scheduling 10 $30.000
appointments

3 | Order 8 $24.000
processing

Source: Analysis of research data (2024)

The table shows the average time saved per interaction and the estimated
annual cost savings per chatbot for three different tasks. These efficiency gains
enable businesses to manage a higher volume of customer interactions
without increasing their workforce, leading to improved response times and
cost-effectiveness. Additionally, chatbots have become powerful tools for data
collection and analysis, providing businesses with valuable insights into
customer preferences and behaviors. This data-driven approach allows for
personalized experiences and targeted marketing campaigns, ultimately
leading to higher customer engagement and conversion rates.

The versatility of chatbots is evident in their expansion beyond
customer service, now playing pivotal roles in healthcare, education, finance,
and government sectors. They offer patient support, personalized tutoring,
financial advice, and citizen services, showcasing their potential to
revolutionize a wide range of industries.

However, this rapid adoption of Al-based chatbots also raises ethical
concerns regarding data privacy, algorithmic bias, and potential misuse. It is
imperative to establish robust regulations and ethical guidelines to ensure the
responsible and fair use of these intelligent agents. As they become
increasingly integrated into our daily lives, we must navigate this
technological frontier with a keen awareness of both the opportunities and the
challenges, striving for a future where Al augments human capabilities while
upholding ethical principles and safeguarding individual privacy

Chatbot users in Indonesia generally found the applications convenient,
particularly for customer service, banking, and accessing government
information. However, they voiced concerns about the accuracy and
helpfulness of responses at times.

"I've used chatbots for customer service on e-commerce sites, banking
apps, and even for government information. They're convenient, but sometimes
the answers aren't helpful."

Regarding personal data sharing, users tended to be cautious, often
providing only essential information like names and contact details. The
awareness of privacy policies varied, with many admitting they didn't always
read them due to their length and complexity.

"Usually, just my name and email, maybe phone number if it's for an
order. I try to avoid giving out too much information.”
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"Honestly, I don't always read the privacy policies. They're long and
confusing. I just assume they're keeping my data safe."

This lack of awareness contributed to a sense of hesitancy regarding
data collection and use, fueled by reports of data breaches. One user recounted
an unsettling experience of receiving targeted ads after mentioning a product
to a chatbot.

"I'm a bit hesitant, to be honest. You hear about data breaches, so it's
always in the back of my mind."

"Once, I got targeted ads for something I only mentioned to a chatbot. It
felt creepy, like they were listening.”

Users expressed a desire for stronger security measures, explicit
consent for data usage beyond the immediate conversation, and easy options
for data deletion. While they acknowledged the existence of data protection
laws, their confidence in the enforcement of these regulations was mixed.

"They should have strong security, ask my permission before using data
for anything other than the conversation, and make it easy for me to delete my
data if  want."”

"I think there are some laws, but I'm not sure how strictly they're
enforced. I rely on the companies to do the right thing."

The majority indicated a willingness to increase chatbot usage if they
had greater control over their data, highlighting the importance of user
empowerment in fostering trust. They also recognized the trade-off between
convenience and privacy, underscoring the need for both user education and
transparent privacy practices.

"Definitely. If I knew my data was safe and they weren't going to sell it or
use it for other things, I'd be more open to using chatbots.”

Chatbot developers and providers emphasized their commitment to
collecting only necessary data and maintaining strict access controls. They
described adhering to the PDP Law, conducting regular audits, encrypting
data, and training staff on data protection practices. Transparency and user
consent were cited as priorities, with efforts made to simplify privacy policies
and provide in-chatbot reminders about data collection.

"We collect only the data necessary for the specific task, and we have
strict access controls. Transparency and user consent are priorities."

The balance between personalization and privacy was identified as a
significant challenge. Developers are exploring techniques like differential
privacy to gain insights without compromising individual data. They also
acknowledged the importance of user feedback, actively adjusting policies and
practices in response to concerns.
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"Balancing personalization and privacy is a constant challenge. We're
exploring techniques like differential privacy to provide insights without
compromising individual data.”

Looking towards the future, developers envision greater user control
over data, potentially through customizable privacy settings and transparent
data management options. They stressed the importance of data minimization
and exceeding mere legal compliance by being proactive and prioritizing user
privacy.

"The future is more user control. We're looking at giving users more
options to customize their privacy settings and allowing them to see and manage
their data.”

Government officials and regulators acknowledged progress in data
protection but highlighted areas needing improvement, particularly in
transparency and addressing potential algorithmic biases. While the PDP Law
provides a foundation, the need for updates to address Al-specific challenges
was recognized. Enforcement efforts include audits and investigations, and
public awareness campaigns are underway. Collaboration with industry and
academia is ongoing to ensure regulations keep pace with technological
advancements.

"It's improving, but there's still a lot of work to be done. The PDP Law is a
good start, but enforcement and awareness are key."

The GDPR in Europe is seen as a potential model for some aspects of
data protection, particularly the principles of transparency, accountability,
and data minimization. Officials emphasized the importance of going beyond
mere compliance for chatbot developers, advocating for proactive measures
that prioritize user privacy. Penalties for non-compliance range from fines to
criminal liability, depending on the severity of the violation.

"The GDPR in Europe provides a good model for some aspects. We're
looking at similar principles of transparency, accountability, and data
minimization.”

These interviews paint a complex picture of personal data preservation
in the Indonesian chatbot landscape, revealing both progress and ongoing
challenges. A multifaceted approach involving user education, enhanced
transparency, regulatory adaptation, and collaboration among stakeholders is
crucial to ensure the ethical and responsible use of Al in this context.

Here is a thematic analysis of the interview results, structured with the
informant categories, themes, and conclusions:
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Table 2. Thematic Analysis of the Interview Results

Informant Category Interview Conclusions
Themes
Chatbot Users User Users generally find chatbots
Experience & convenientbutare often unaware of
Awareness, privacy policies and express
Privacy concerns about data misuse. They
Concerns, desire stronger security measures,
Expectations transparency, and control over
their data. They also acknowledge
the trade-off between convenience
and privacy, highlighting the need
for wuser education and clear,
accessible privacy policies.
Chatbot Developers Data Developers prioritize data

and Providers

Collection &
Use,
Compliance,
Challenges,
Future
Outlook

minimization and transparency, but
balancing personalization with
privacy remains a challenge. They
strive to comply with regulations
and address user feedback. The
future of data protection is seen as
more user-centric, with emphasis
on transparency and data control.
They recognize their responsibility
in shaping responsible Al and
building user trust.

Government

Officials/Regulators

Current State
of Data
Protection,
Challenges,
Regulatory
Landscape

They acknowledge progress but
identify ongoing challenges in
transparency and algorithm bias.
The PDP Law is viewed as a good
foundation but may need updates to
address Al-specific issues.
Enforcement and user/developer
education are key focus areas.
Collaboration with stakeholders is
ongoing. The future involves a
balanced approach to fostering
innovation while protecting
privacy, potentially drawing
inspiration from international best
practices like the GDPR.

Source: Analysis of research data (2024)
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A significant finding from thematic analysis is a stark disconnect
between chatbot users' desire for robust data protection and their actual
awareness of existing policies and practices. Many users expressed a strong
preference for safeguarding their personal information but admitted to rarely
reading lengthy and often convoluted privacy policies. This lack of awareness
underscores the need for chatbot providers to prioritize transparency and
proactive communication. Simple, concise, and easily accessible privacy
policies, coupled with clear notifications about data collection and usage
within the chatbot interface, are crucial steps towards empowering users to
make informed decisions about their data.

The analysis also revealed a pressing need for continuous adaptation of
the regulatory landscape surrounding Al-based chatbot applications. While
the Indonesian PDP Law provides a foundational framework, the rapidly
evolving nature of Al technology demands ongoing evaluation and potential
updates to address the unique challenges it presents. The dynamic interplay
between Al and personal data necessitates a proactive regulatory approach to
ensure that user privacy rights are adequately protected in this ever-changing
technological landscape.

Both chatbot developers and regulators share a vital responsibility in
safeguarding user data and promoting responsible Al practices. Developers
must go beyond mere compliance with the law, actively seeking innovative
solutions to balance personalization with privacy. Meanwhile, regulators need
to remain vigilant, monitoring emerging trends and adapting regulations
accordingly. Collaborative efforts between these stakeholders, along with
educational initiatives targeting both users and developers, are essential for
fostering a data protection ecosystem that can keep pace with technological
advancements.

One of the most salient challenges highlighted by this research is the
delicate balancing act between personalization, user experience, and data
privacy. Developers strive to offer tailored experiences that enhance user
engagement, but this often necessitates the collection and analysis of personal
data. Striking the right balance requires ongoing attention and innovation.
Privacy-enhancing technologies, such as differential privacy and federated
learning, offer promising avenues for delivering personalized services without
compromising individual privacy.

This study reveals a complex landscape surrounding personal data
preservation within the context of Al-based chatbot applications in Indonesia.
Three key themes emerged from the data analysis: user awareness and
expectations, developer/provider practices, and regulatory considerations.

Chatbot users in Indonesia generally expressed a desire for strong data
protection measures but often lacked a deep understanding of existing policies
and practices. Many users reported not reading privacy policies due to their
length and complexity, relying instead on assumptions about the
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trustworthiness of chatbot providers. This lack of awareness raises concerns
aboutinformed consent and the ability of users to make autonomous decisions
about their data. Users also expressed concerns about the potential for data
misuse, particularly in the form of targeted advertising and unauthorized
access. They highlighted the need for greater transparency, user control, and
clear communication regarding data collection and usage.

Chatbot developers and providers in Indonesia demonstrated a
commitment to data protection, emphasizing the principles of data
minimization, transparency, and user consent. They reported following the
guidelines of the PDP Law and implementing technical measures such as
encryption and access controls to safeguard user data. However, balancing the
need for personalization with data privacy emerged as a significant challenge.
The use of personal data for tailoring chatbot responses and improving user
experience often necessitates a trade-off with privacy. Developers recognized
the importance of user feedback and expressed a willingness to adapt their
practices based on user concerns. The future of data protection in chatbots
was envisioned as more user-centric, with an emphasis on providing users
with greater control over their data and transparent information about how it
is used.

Government officials and regulators acknowledged the progress made
in data protection with the enactment of the PDP Law. However, they
recognized the need for ongoing evaluation and potential updates to address
the specific challenges posed by Al-based applications. Transparency emerged
as a key concern, with many chatbots failing to provide clear and accessible
information about their data collection practices. The potential for algorithmic
bias and discrimination in Al systems was also identified as an area requiring
attention. Regulators emphasized the importance of enforcement, user
education, and collaboration with industry stakeholders to ensure effective
data protection in the evolving landscape of Al.

The findings of this study underscore the need for a multi-faceted
approach to personal data preservation in Al-based chatbot applications in
Indonesia. User education is crucial to bridge the gap between desired
protection and actual awareness. Chatbot providers must prioritize clear,
concise, and accessible privacy policies, along with proactive communication
about data practices. The development of innovative technical solutions, such
as differential privacy or federated learning, may help balance personalization
with privacy. Additionally, continued collaboration between regulators,
industry associations, and research institutions is essential to monitor
emerging trends, adapt regulations, and promote responsible Al development.

The study's limitations include its focus on the Indonesian context and
the relatively small sample size. Future research could expand to other
countries and explore the impact of cultural factors on data privacy
perceptions. Additionally, longitudinal studies could track the evolution of
data protection practices in the chatbot industry over time.
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In conclusion, this study provides valuable insights into the current
state of personal data preservation in Al-based chatbot applications in
Indonesia. By highlighting the perspectives of users, developers, and
regulators, it contributes to a more nuanced understanding of the challenges
and opportunities in this rapidly evolving field. The findings underscore the
need for continued efforts to enhance transparency, user empowerment, and
regulatory oversight to ensure that the benefits of Al-driven technologies are
realized without compromising individual privacy.

CONCLUSION

This study has delved into the complex landscape of personal data
preservation in the context of Al-based chatbot applications in Indonesia.
Through in-depth interviews with users, developers, and regulators, a
multifaceted picture has emerged. Users, while appreciating the convenience
of chatbots, often lack awareness of privacy policies and express concerns
about data misuse. Developers are striving to balance personalization with
privacy, but technical and ethical challenges persist. Regulators acknowledge
the need for continuous adaptation of the legal framework and increased
efforts in enforcement and education.

The findings underscore the importance of bridging the gap between
user expectations and existing practices. This can be achieved through: (1)
Enhanced Transparency. Chatbot providers must prioritize clear, concise, and
accessible privacy policies, actively communicating data collection and usage
practices to users; (2) User Empowerment. Providing users with greater
control over their data, including options to manage, delete, or restrict its use,
can foster trust and promote informed decision-making; (3) Regulatory
Updates. The Indonesian government should consider amending or
supplementing the PDP Law to address the specific challenges posed by Al-
based applications, potentially drawing inspiration from international best
practices, and (4) Collaborative Efforts. Continued collaboration between
regulators, industry stakeholders, and researchers is crucial to monitor
emerging trends, adapt policies, and ensure the responsible development and
deployment of Al technologies.

This study has shed light on the nuanced interplay between technology,
policy, and user experience in the realm of personal data preservation in Al-
based chatbots. The findings serve as a foundation for further research and
action, ultimately contributing to a more ethical, transparent, and user-centric
Al ecosystem in Indonesia. By addressing the identified gaps and challenges,
stakeholders can work together to create a digital environment where
innovation flourishes while individual privacy rights are protected.
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