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ABSTRACT	

The	Internet	of	Things	(IoT)	has	transformed	modern	digital	infrastructure	
by	 enabling	 intelligent	 connectivity	 among	 billions	 of	 devices	 across	
industries,	healthcare,	transportation,	and	smart	homes.	However,	the	rapid	
expansion	 of	 IoT	 networks	 has	 introduced	 serious	 security	 challenges,	
including	weak	authentication,	unauthorized	access,	data	 interception,	and	
limited	device	resources.	This	study	proposes	a	comprehensive	IoT	security	
framework	 that	 integrates	mathematical	modeling,	 lightweight	encryption,	
artificial	 intelligence,	 and	 Zero	 Trust	 Architecture	 (ZTA).	 Graph	 theory	 is	
applied	to	analyze	trust	propagation	and	identify	vulnerable	nodes	within	IoT	
networks,	while	dynamic	trust	scores	are	used	to	improve	authentication	and	
anomaly	 detection.	 Simulation	 results	 from	 a	 25-node	 IoT	 environment	
demonstrate	 that	 the	 proposed	 integrated	 model	 achieves	 higher	 trust	
accuracy	and	detection	rates	with	low	computational	overhead	compared	to	
traditional	 security	 approaches.	 The	 findings	 indicate	 that	 combining	
mathematical	optimization	with	Zero	Trust	principles	provides	an	adaptive,	
scalable,	and	efficient	solution	for	strengthening	IoT	cybersecurity	in	modern	
interconnected	systems.	
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1.	Introduction	
The	Internet	of	Things	(IoT)	has	become	one	of	the	most	influential	technologies	in	the	

modern	 digital	 era	 because	 it	 enables	 devices	 to	 communicate	 and	 exchange	 data	
automatically	 through	 internet	 networks	 [1].	 IoT	 technology	 is	 widely	 implemented	 in	
various	 sectors,	 including	healthcare,	 transportation,	 industrial	 automation,	 smart	homes,	
and	 wearable	 devices[2].	 Through	 integrated	 communication	 systems,	 IoT	 increases	
efficiency,	automation,	and	decision-making	processes	in	real	time.	The	growing	adoption	of	
IoT	devices	has	accelerated	digital	transformation	worldwide	and	created	new	opportunities	
for	innovation	[3].	However,	the	rapid	expansion	of	interconnected	devices	also	introduces	
significant	 security	 concerns	 because	 sensitive	 information	 is	 continuously	 transmitted	
between	devices,	networks,	and	cloud	systems.	

	
One	of	the	major	challenges	in	IoT	security	is	the	limited	capability	of	many	devices.	

Most	 IoT	 devices	 are	 designed	 with	 low	 computational	 power,	 limited	 memory,	 and	
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restricted	energy	resources,	making	it	difficult	to	implement	advanced	security	mechanisms	
[4].	In	many	cases,	manufacturers	prioritize	affordability	and	functionality	rather	than	strong	
cybersecurity	protection.	As	a	result,	IoT	devices	often	contain	vulnerabilities	such	as	weak	
passwords,	 outdated	 firmware,	 poor	 encryption	 methods,	 and	 insecure	 communication	
protocols	 [5].	 These	weaknesses	 can	 be	 exploited	 by	 cybercriminals	 to	 perform	malware	
attacks,	 unauthorized	 access,	 denial-of-service	 attacks,	 and	 data	 theft.	 Consequently,	 IoT	
systems	 become	 highly	 vulnerable	 to	 cyber	 threats	 that	may	 affect	 both	 individuals	 and	
organizations.	

	
IoT	 security	 challenges	 are	 further	 complicated	 because	 IoT	 ecosystems	 involve	

heterogeneous	devices	connected	through	different	communication	protocols	and	network	
architectures	[6].	Sensors,	gateways,	cloud	servers,	mobile	applications,	and	edge	computing	
systems	operate	 together	 in	dynamic	 environments,	 creating	 complex	 interactions	 across	
multiple	layers	[7].	Traditional	cybersecurity	methods	based	on	perimeter	protection	are	no	
longer	sufficient	because	attackers	can	exploit	vulnerabilities	from	various	points	within	the	
network.	Researchers	have	proposed	several	security	approaches,	including	cryptographic	
techniques,	authentication	systems,	intrusion	detection	mechanisms,	blockchain	technology,	
and	artificial	intelligence-based	security	models	[8].	Nevertheless,	many	existing	approaches	
focus	 only	 on	 specific	 problems	 and	 often	 require	 computational	 resources	 that	 are	
unsuitable	for	lightweight	IoT	devices.	

	
A	promising	solution	for	improving	IoT	security	is	the	implementation	of	Zero	Trust	

Architecture	(ZTA).	This	approach	follows	the	principle	of	“never	trust,	always	verify,”	where	
every	device,	user,	and	communication	request	must	be	continuously	authenticated	before	
access	 is	granted	[9].	Unlike	traditional	network	models	that	assume	internal	systems	are	
secure,	 Zero	 Trust	 eliminates	 implicit	 trust	 and	 applies	 continuous	 monitoring	 and	
verification	processes[10].	 In	addition,	mathematical	modeling	contributes	significantly	 to	
IoT	security	analysis	by	helping	researchers	evaluate	trust	relationships,	identify	vulnerable	
nodes,	and	optimize	network	performance.	Mathematical	approaches	such	as	graph	theory,	
probability	 analysis,	 and	 trust	 computation	 provide	 measurable	 methods	 for	 improving	
anomaly	detection	and	communication	reliability	in	IoT	systems.	

	
Artificial	intelligence	also	strengthens	IoT	security	through	real-time	monitoring	and	

anomaly	 detection	 capabilities.	 AI-based	 systems	 can	 analyze	 network	 traffic	 patterns,	
recognize	 suspicious	 activities,	 and	 respond	 dynamically	 to	 emerging	 cyber	 threats.	 The	
integration	of	artificial	intelligence,	mathematical	modeling,	lightweight	encryption,	and	Zero	
Trust	 Architecture	 creates	 a	more	 adaptive	 and	 intelligent	 IoT	 security	 framework.	 Such	
integration	 supports	 the	 confidentiality,	 integrity,	 and	 availability	 of	 IoT	 data	 while	
maintaining	computational	efficiency	for	lightweight	devices.	Therefore,	this	study	aims	to	
develop	 a	 comprehensive	 IoT	 security	 framework	 capable	 of	 addressing	 modern	
cybersecurity	 challenges	 and	 contributing	 to	 the	 development	 of	 scalable,	 efficient,	 and	
resilient	digital	ecosystems	in	the	future.	

	
2.	Methodology	

This	study	adopts	an	analytical	and	simulation-based	research	design	that	integrates	
mathematical	modeling	with	 Zero	 Trust	 principles	 to	 evaluate	 IoT	 network	 security.	 The	
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methodology	 consists	 of	 four	 core	 components:	 (1)	mathematical	model	 formulation,	 (2)	
simulation	setup	and	dataset	configuration,	(3)	problem-solving	scenario	analysis,	and	(4)	
validation	and	ethical	considerations.	

2.1	Research	Design	
The	 research	 follows	 a	 quantitative	 analytical	 design	 supported	 by	 simulation	

experiments.	It	aims	to	quantify	security	parameters	(trust,	risk,	and	connectivity)	through	
mathematical	 equations	 and	 validate	 them	 using	 simulated	 IoT	 data.	 The	 design	 is	 both	
conceptual	 (in	defining	 the	 theoretical	 framework)	and	 computational	 (in	 testing	 it	using	
tools).	

	
2.2	Mathematical	Model	Formulation	

Three	models	are	implemented	to	analyze	IoT	vulnerabilities	and	trust	propagation:	
Graph-Theoretical	Model	–	The	IoT	network	is	represented	as	an	undirected	weighted	

graph	 G(V,E),	 where	 each	 vertex	 v_i∈Vrepresents	 an	 IoT	 device,	 and	 each	 edge	
e_ij∈Edenotes	communication	between	devices.	Edge	weights	w_ijreflect	trust	levels	based	
on	authentication	frequency	and	successful	data	exchanges.	

	

𝑻(𝒗𝒊) =
∑𝒘𝒊𝒋

∣ 𝑬𝒊 ∣
	

where	T(v_i)is	the	trust	score	of	node	i,	and	E_iis	the	set	of	its	connected	edges.	Encryption	
Complexity	 Model	 –	 To	 assess	 computational	 efficiency,	 the	 encryption	 overhead	 C_eis	
defined	as:	

𝑪𝒆 =
𝑻𝒆𝒏𝒄 + 𝑻𝒅𝒆𝒄

𝑺𝒅𝒂𝒕𝒂
	

	
where	T_encand	T_decare	encryption	and	decryption	times,	and	S_datais	the	data	size.	This	
allows	comparison	between	lightweight	and	standard	cryptographic	schemes.Trust	Score	
Model	–	Dynamic	trust	scores	are	computed	as:	

	
𝑻𝑺𝒊 = 𝜶𝑨𝒊 + 𝜷𝑪𝒊 + 𝜸𝑯𝒊	

where	A_i=	authentication	success	rate,	C_i=	communication	reliability,	and	H_i=	historical	
trust.	Coefficients	(α,β,γ)	are	empirically	assigned	based	on	sensitivity	analysis.	

2.3	Simulation	Environment	and	Dataset	
The	simulations	were	implemented	using	Python	(NetworkX	3.2)	for	graph	modeling	

and	MATLAB	R2024a	for	trust	and	encryption	computations.	A	simulated	IoT	network	of	25	
nodes	 was	 created,	 representing	 heterogeneous	 devices	 such	 as	 sensors,	 gateways,	 and	
controllers.	

Each	 node	 exchanges	 data	 packets	 under	 different	 trust	 thresholds	 to	 test	 adaptive	
authentication	mechanisms.	Performance	metrics	 such	as	 average	 trust	 accuracy,	 latency,	
and	computational	load	were	recorded.	
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All	 dataset	 parameters	 and	 algorithms	 were	 generated	 synthetically	 to	 ensure	
controlled	and	repeatable	experiments.	

	
2.4	Problem-Solving	Scenarios	

The	“Problem-Solving	Scenarios”	section	has	been	restructured	to	separate	problem	
identification	 from	 solution	 testing.	 The	 problem	 identification	 phase	 lists	 observed	 IoT	
vulnerabilities	 (e.g.,	 weak	 authentication,	 data	 interception).	 The	 solution	 testing	 phase	
applies	the	proposed	models	under	simulated	attack	conditions	(e.g.,	replay	or	man-in-the-
middle	attacks)	 to	measure	model	performance.	This	 structured	division	provides	a	 clear	
methodological	justification	and	ensures	logical	consistency.	

	
2.5	Ethical	and	Data	Protection	Considerations	

Although	this	study	uses	simulated	data,	ethical	standards	for	data	integrity,	privacy,	
and	responsible	AI	use	were	maintained.	No	real	user	data	were	collected.	The	framework	
aligns	 with	 GDPR	 principles	 and	 NIST	 ethical	 AI	 guidelines,	 ensuring	 that	 the	 proposed	
methods	promote	privacy	by	design	and	minimize	data	exposure	in	IoT	environments.	

	
2.6	Zero	Trust	Architecture	(ZTA)	in	IoT	

Traditional	perimeter-based	models	are	inadequate	for	IoT	environments.	Zero	Trust	
assumes	that	every	device,	user,	and	network	must	be	verified.	
Core	Principle:	“Never	trust,	always	verify.”	
Mathematical	Trust	Score	Model:	

	
2.7	Problem-Solving	Scenarios	

Scenario	1:	Smart	Home	with	Open	Ports	
Risk:	Unauthorized	remote	access	

Model:	
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Solution:	Use	port	cloaking,	firewalls,	and	disable	unused	services.	
Scenario	2:	Data	Theft	from	Wearables	
Risk:	Bluetooth	sniffing	and	tracking	
Model:	Signal	attenuation:	

	

Solution:	Encrypt	transmissions	and	reduced	range.	

	

2.8	Recommendations	
Adopt	Zero	Trust	at	the	edge	and	device	level	
Implement	secure	development	lifecycles	
Use	formal	verification	for	firmware	security	
Deploy	AI-based	intrusion	and	anomaly	detection	systems	
Conduct	regular	audits	and	device	posture	assessments	

	
3.	Results	and	Discussion	
3.1 Results	

The	simulation	was	executed	on	a	25-node	IoT	network	using	the	integrated	
Mathematical	Modeling	+	ZeroTrustFramework.	
Three	performance	metrics	were	measured:	

1. Trust	Accuracy	(TA)	–	how	precisely	the	model	identifies	reliable	devices.	
2. Detection	Rate	(DR)	–	percentage	of	correctly	identified	malicious	nodes.	
3. Computational	 Overhead	 (CO)	 –	 processing	 time	 per	 authentication	 request	 (in	

milliseconds).	
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Metric	
Baseline	IoT	
Security	

LightweightEncryption	
Model	

ProposedIntegrated	
Model	

Trust	Accuracy	(TA)	 72.8%	 85.3%	 94.6%	

Detection	Rate	(DR)	 68.5%	 82.1%	 91.7%	

Computational	
Overhead	(CO,	ms)	

15.8	 13.2	 14.1	

The	results	show	that	the	proposed	model	improves	trust	accuracy	by	22%	and	detection	
rate	by	23%	compared	to	the	baseline,	while	maintaining	low	computational	overhead—an	
essential	requirement	for	IoT	devices.	

3.1.1	Statistical	Validation	
To	verify	reliability,	each	simulation	was	repeated	sive	times	with	varying	trust	thresholds.	
The	standard	deviation	for	trust	accuracy	remained	below	±2.5%,	consirming	stability	and	
repeatability	of	the	results.	A	paired-sample	t-test	comparing	baseline	and	proposed	model	
outputs	yielded	p	<	0.05,	indicating	a	statistically	signisicant	improvement	in	detection	and	
trust	accuracy.	
 

3.1.2	Comparative	Analysis	
To	ensure	objectivity,	the	earlier	subjective	scoring	system	(“9.5/10”)	has	been	replaced	with	
data-driven	evaluation	metrics	(accuracy	%,	delay,	complexity).	

Model	 AI	
Integration	

Zero	
Trust	
Layer	

Avg.	
Detection	
(%)	

Avg.	
Delay	
(ms)	

Scalability	
Index	

Baseline	IoT	 ✖	 ✖	 68.5	 15.8	 0.74	

Lightweight	IoT	 ✔	 ✖	 82.1	 13.2	 0.79	

ProposedIntegrated	
Model	 ✔	 ✔	 91.7	 14.1	 0.88	

Interpretation:	
• The	AI-based	trust	computation	enhanced	anomaly	detection.	
• Zero	Trust	enforcement	reduced	unauthorized	access	attempts.	
• The	model	remained	computationally	efsicient	due	to	mathematical	optimization	in	

node	ranking.	
3.1.3	Visualization	and	Equation	Explanation	
Figure	 5	 (Trust	 Propagation	 Graph)	 illustrates	 node-to-node	 trust	 dynamics	 based	 on	
weighted	edge	values.	The	graph-theoretical	 equation	was	 implemented	 to	 calculate	each	
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node’s	trustworthiness.	Nodes	with	lower	weights	correspond	to	potentially	compromised	
devices,	 easily	 identisiable	 through	 visual	 clustering	 in	 the	 graph	 visualization.	
This	helps	automate	risk	detection	and	guide	Zero	Trust	authentication	responses	

𝑻(𝒗𝒊) =
∑𝒘𝒊𝒋
∣𝑬𝒊∣

.	

3.2	Discussion	
The	 &indings	 con&irm	 that	 integrating	 Mathematical	 Modeling	 and	 Zero	 Trust	

Architecture	(ZTA)	signi&icantly	improves	IoT	security	by	combining	analytical	prediction	and	
continuous	veri&ication.	

• Mathematical	 modeling	 quanti&ies	 trust	 propagation	 and	 identi&ies	 high-risk	 nodes	
through	graph	metrics,	providing	a	measurable	foundation	for	trust	assessment.	

• Zero	 Trust	 mechanisms	 then	 apply	 dynamic	 access	 control	 and	 continuous	
authentication,	ensuring	that	even	trusted	nodes	remain	veri&iable.	

• Together,	they	form	an	adaptive,	data-driven	security	ecosystem	capable	of	responding	
in	real	time	to	anomalous	network	behavior.	

Compared	 with	 prior	 models	 that	 rely	 solely	 on	 static	 policies	 or	 heuristic	 thresholds,	 the	
proposed	 approach	 introduces	 a	 quantitative,	 veri&iable	 trust	 mechanism	 supported	 by	
empirical	results.	While	 these	outcomes	are	based	on	simulation	data,	 they	demonstrate	 the	
practical	potential	of	mathematically	guided	Zero	Trust	strategies	in	real-world	IoT	systems.	
	
4.	Conclusion	

IoT	devices	present	unique	security	challenges	due	to	their	widespread	adoption	and	
limited	resources.	This	paper	introduces	both	theoretical	and	practical	approaches,	including	
graph	theory	for	threat	modeling,	lightweight	encryption	for	resource-constrained	devices,	
and	the	Zero	Trust	framework	for	robust	access	control.	These	strategies	aim	to	strengthen	
IoT	defenses	against	evolving	cyber	threats.	As	IoT	devices	become	more	prevalent,	securing	
them	 requires	 an	 interdisciplinary	 approach	 that	 integrates	 engineering,	 mathematical	
modeling,	 and	 policy-driven	 solutions.	 By	 combining	 these	 fields,	 we	 can	 create	 more	
effective	and	scalable	security	models	for	IoT	networks.	The	proposed	solutions	provide	a	
foundation	for	developing	adaptive,	efficient,	and	resilient	IoT	security	systems.	
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