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Network security on the webserver is the most important part to ensure
integrity and service for users. Web servers are often the target of
attacks that result in data corruption. One of them is the SYN Flood
attack, which is a type of Denial of Service (DOS) attack that provides
massive SYN requests to the webserver. This research is to analyze
attack indications and maintain system security from the threat of data

Keyword: flooding. One way to maintain a computer network security system is

to use Snort as an IDS (Intrusion Detection System). Snort is software
Analyz_e that functions to detect intrusions. Data packets passing through
Detecting network traffic will be analyzed first. Data packets detected as
Netwqu intrusions will trigger an alert which is then stored in a log file. That
gﬁgl;'tmy way, network administrators can find out intrusions that occur on

computer networks. The method of testing flood attack data is using
the penetration testing method. The three test samples are data flooding
attacks against ICMP, UDP, and TCP protocols. The results obtained
when testing flooding attack data where detection sensors can detect
all attacks and all attack samples, while the warnings generated by
Snort are shown in a web form which can be seen in the detail of each
attack that occurred.
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1. INTRODUCTION

In today's global era, Information Technology (IT) has developed rapidly, especially with
the internet network that can facilitate communication with other parties. With easy access to this
information, new problems arise, namely important information or data can be used by irresponsible
parties for their benefit. So that a network security system becomes one of the important
aspects.[1][2]

A network and internet server manager (system administrator) has responsibility for system
security from time to time, ensuring that the system and network being managed are protected from
various threats. School is one of the places where the use of the internet network is open to its users.
These uses can be used properly and are not misused.[3] This resulted in a network system that should
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be used for learning but misused for other activities such as accessing social networks. In addition,
the administrator must know something log that identifies an attack or network abuse.[4]

Therefore, a system is needed to handle network abuse or threats that will occur, namely by
using the application, Intrusion Detection System (IDS) namely Snort and Snorby as monitoring of
the resulting snort alerts. Snorby is a front-end web application (written in Ruby on Rails) for
monitoring network security.

2. RESEARCH METHOD

The method used is the SPDLC (Security Policy Development Life Cycle) method because
this method is appropriate to use in presenting the stages of system development related to network
security following the research raised[5][6]. SPDLC is a method that defines a strategy for updating
an organization's network system, the network system development cycle is defined in several
phases. In the research of Veren Prisscilya and Tri Santoso, explaining the Security Policy
Development Life Cycle (SDPLC) can help in the process of testing network and system security
problems that are running[7]. According to Luay A. Wahsheh and Jim Alves Foss, the development
of the SPDLC system was carried out by researching with 6 stages including identification, analysis,
design, implementation, testing/auditing, analysis of results/evaluation[8][9].

01 02 03

Identification Analysis Design

06

Result Analysis Testing Implementation

Figure 1. SPDLC Method

SPDLC is described as a stage starting from the evaluation stage which validates the
effectiveness of the initial analysis stage[10][11]. Feedback from this evaluation can have an impact
on changes in the architecture and technology used today[6][12]. The explanation of the stages in
Figure 1 is as follows:

1. Identification: At this stage, the process of identifying problems is carried out which is

used as the basis for journals and books to support research.

2. Analysis: At this stage, the author conducts an analysis based on the problems that have
been described in the identification of problems, such as determining the software to be
used, determining the topology related to the problem.

3. Design: At this stage the author makes a design such as the flow of detection of attacks,
designing the topology that will be used.

4. Implementation: The author does the implementation based on the scenario that has been
made, by installing and configuring all the software used and ready for testing.

5. Testing: At this stage, testing of the IDS, namely Snort, is carried out according to the
parameters that have been determined and carried out from the IDS.

6. Results Analysis: The last stage is to describe the results obtained from the IDS test with
analysis according to the parameters made so that conclusions are found from the IDS
test.
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2.1. Specifications Hardware and Software
Specifications of hardware and software used are, In this study, the hardware used is as
follows at Table 1.

Table 1. Hadware

Brand Macbook Pro 2015 Acer E-14 Asus Vivo-book
(Attacker) (Attacker) (Server)
Processor Intel Core i5 Intel Core i5 3.2 Intel Core i5 3.2
GHz GHz
Memory 16 GB 4 GB DDR3 4 GB DDR3
Storage 256 GB 500 GB 500GB

In this research, the software used on the computer are is like Table 2.

Table 2. Software

Brand Macbook Pro 2015 Acer E-14 Asus Vivo-book
(Attacker) (Attacker) (Server)
(O Catalina OS Windows 10 Ubuntu Server 20
LTS
Software e Zenmap e Zenmap
e Loic e Loic e Snort
e hping3 e hping3 e Snorby
e Hydra e Medusa

2.2. Application
Design The system design that will be used to design a system that can detect intruders or
attacks is the Intrusion Detection System (IDS), which previously required the tools or components
needed to build the system which will work together to get maximum results.
1. Snort
A snort is security software that is very useful for observing activity in a computer network.
Snort is an open-source GNU (General Public License), so it can be used freely and free of
charge, the source code for Snort can also be obtained and modified yourself. In its use, Snort
is still clean in the command line so it is quite inconvenient for users who are accustomed to
using the Graphical User Interface (GUI).[13]
Snort can be a packet sniffer that allows Snort to read existing computer network traffic.
Snort can also create logging (packet logger) of network traffic and alerts that occur, which
allows an administrator to perform analysis to create a more secure computer network and
can provide alerts if there is a suspicious activity.[14][12]
In addition, Snort has 2 techniques in recognizing intrusions that are happening on a
computer network, the first using a signature in a database and matching it with existing
network traffic. The second is with anomaly detection by comparing the network traffic
being monitored with network traffic that usually occurs. With this capability, Snort can
simplify the handling of computer network security. The snort program can be operated in
three modes:
a. Packet Sniffer
Reads packets from the network and shows an uninterrupted stream from on the
console (screen). [12] If you only want to see the header packets from TCP/IP on
the screen, try using the command :
Jsnort -v

b. Packet Logger
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Logs the packets to disk. If you want to keep a log of packets to disk, it is necessary
to include a logging directory, i.e. where the log data is stored on it. [12] Using the
following command Snort will automatically run in packet logging mode:

Jsnort —dev -1 ./log

c. NIDS (Network Intrusion Detection System)
In this mode, snort will function to detect attacks carried out through computer
networks. To enable the NIDS (Network Intrusion Detection System) network
intruder detection system mode use the following command :

Jsnort —dev -1 ./log —h 192.168.1.0/24 —c short.conf

2. Snorby

Snorby is a front-end web application (written in Ruby on Rails) for monitoring network
security related to systems network intrusion detection. The choice of using Snorby is
because it has a good appearance and has functions that make it easier for administrators to
tune the implemented rules.[15] To run Snorby we can write the command "bundle exec rails
server —e production™ in the terminal window ubuntu server. The following is a display
snobby which can be seen in the following Figure 2.

-~ ————————o

Figure 2. Snorby Web Display

2.3. Network Topology
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Figure 3. Network Topology
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The system running by IDS has been configured with two interfaces, one of which is
connected to the internal network and the other is connected to the external network. The scenarios
that will be used are:

1. First Scenario PC Attacker will perform one ARP Spoofing attack.

2. The second scenario is that the PC Attacker performs two ARP Spoofing attacks at

different times.

3. The third scenario, two PC Attackers perform ARP Spoofing attacks at the same time.

Attackers perform ARP Spoofing attacks using Loic and Hping3 tools that run on Windows
and Macbooks. Low Orbit lon Cannon (LOIC) is a simple flooding tool that can generate massive
volumes of TCP, UDP, or HTTP traffic to subject a server to a heavy network load and The DDoS
attack tool hping3 is a fairly basic command-line utility similar to the ping utilities. However, it offers
more functionality than simply sending an ICMP echo request. In fact, hping3 can be used to send
large volumes of TCP traffic to a target while spoofing the source IP addresses, making it appear to
be random or even to originate from a specific, user-defined source. This powerful, robust tool is
among Anonymous' current DDoS attack tools of choice.

4. The fourth scenario is to use SSH Brute Force.

In this test, we will use Hydra and Medusa Tools. Medusa is a tool that is used to carry out
brute force attacks using a dictionary or list of passwords to enter a system and Hydra is a tool for
hacking passwords using brute force, that is, using many dictionaries that contain to do the possible
on passwords or usernames. used both have in common in the Brute Force process. SSH Brute Force
is a technique that tries everything possible in carrying out an attack.

3. RESULTS AND ANALYSIS
3.1. Initial Network Testing
In the initial tests carried out on computers that were not installed by a snort and tried to
attack the computer. The results obtained are:
1. When there is an attempted attack and network abuse, the computer does not know if
someone is about to attack a computer that is not installed by snort.
2. Snort that has not been installed on the computer makes it impossible to read network
traffic because to see the traffic of packets on the network, the snort must be installed
first.

3.2. Final Network Testing

In the final test, the computer will be installed a snort system. The snort system will be tested
with attempted attacks and will display alerts according to the threat and display detected network
abuse. The following are the stages of testing:

Dos is a technigue used by hackers to prevent legitimate users from accessing information
or service by attacking computers and computer networks of the desired target. Testing on this type
of attack using Loic and Hping3.

1. The rules used to detect Dos using :

alert tcp any any -> any any (msg:"Posible DDoS attack attemp --
1'";flow:to_server,established ;flags:PA ; threshold: type threshold, track
by src,count 1000,seconds 10;classtype:attempted-dos;sid:1000011;

2. The rules used to detect Dos using Hping3 :
alert tcp any any -> any any (msg:"'DDos attack hping3'*;flow:to_server; flags:S;
threshold: type threshold, track by src, seconds 10, count 1000;
classtype:attempted-dos; sid:1000012; rev:1;)

The rule states that snort will warn packets using the TCP protocol with source and
destination IP any and source port and destination port any. Based on the first rule Snort will write
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the message Possible DDoS attack attempt —1 and based on the second rule is DDoS attack hping3.
The first rule has an id number of 1000011 and the second rule has an id of 1000012 and both rules
are version 1.

rules in this rule, the factors that determine Snort to detect a threat are flags and threshold.
Flags are control bits that indicate or indicate different connection states or information on how a
packet should be handled. In the first rule, Snort will alert if there are packets with flags P (push) and
A (ACK) and in the second rule will give alerts if there are packets with flags S (SYN). A threshold
is used to reduce the number of events logged from a rule. The threshold command limits the number
of events that are logged during a given time interval. The first and second rules mean that Snort will
record if for 10 seconds there are at least 1000 events based on the same source IP. After Snort takes
notes, the time will be repeated from 0.

After testing, a comparison is also made between the rules applied and the rules that have
been found previously. The following are the results of the comparison of these rules, the following
is a comparison of the rules that have been found previously with the rules that have been applied
which can be seen in Table 3.

Table 3. Comparison of the DoS

Rule Loic Hping 3
Rand Source Same Source
1 Yes Yes Yes
2 No Yes Yes

From table 3, it can be seen that rule number 1 (the rule that is applied) can detect the attack
being tested from both Loic and Hping3 tools. Making rule number 1 is done by applying the
previously found rule number 2 in table 3 (can be seen in the appendix in the section on the Denial
of Service comparison rule) and testing. The test results are also used as the basis for the tuning rule.
Tuning is done by looking at the factors that influence this attack. In this case, flags are generated in
the TCP header that can be seen when indicating the number of times the event occurred in a unit of
time.

The following is a display of Dos test results using Loic and Hping3 which can be seen in
Figure 4 and Figure 5.

Sev. Sensor Source IP Destination IP Event Signature Timestamp
202.183.6.171 172.16.2.43 ET DROP Spamhaus DROP Listed Traff
202.183.6.171 172.16.2.43 ET DROP Spamhaus DROP Listed Traffic

oby 202.1836.171 172.16.2.43 ET DROP Spamhaus DROP Listed Traffic Inbo:

o 2 2 o|g
5 | 8 )
8

oby 202.183.6.171 172.16.2.43 ET DROP Spamhaus DROP Listed Traffic Ir

Snoby 202.183.24.224 172.16.2.43 ET DROP Spamhaus DROP Listed Traffic Inbour
" . Snoby 202.1836.171 17216243 ET DROP Spamhaus DROP Listed Traffic Inbound group 24 100112015
IP Header Information Perform Mass Classfication  Event Export Options  Permalink

Source Destination er e = on TTL Proto Csum

Signature Information

Generator ID Sig. ID Sig. Revision Activity (8/183164)

TCP Header Information

Sre Port Dst Pont

664185858

url www.spamhaus.org/drop/drop lasso

Figure 4. Hping3 DoS and details on the attack
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Timastamp

Snoby

Snaby
8 [l soovy 172162142 1 12:45 PMt

IP Header Information Perform Mass Classfication  Event Export Options ' Permaink.

Source et os Flags ot m Proto Csum

Signature Information

Generator ID Sig. ID Sig. Revision Activity (57356/206933)

TCP Header Information

Sre Port Dst Port

Payload

55 20 64 75 6e 20 67 6f 6f 66 65 64 U.dun.goofed

Figure 5. Loic Dos and details on attacks

SSH Brute Force is a technique that tries everything possible in carrying out an attack. SSH
Brute Force is divided into standard SSH Brute Force and dictionary-based attacks. Testing on this
type of attack using Hydratools and Medusa. The following is a rule used to detect SSH Brute Force
actions on a computer network.

3. The The rules used to detect Brute Force Attack

alert tcp any any -> $HOME_NET 22 (msg:"Potential SSH Brute Force
Attack™;flow:to_server; flags:A; threshold:type threshold, track by src, count 15,
seconds 60;classtype:attempted-dos;sid:1000020;rev:1;)

This rule provides information that Snort will detect all data packets using the TCP protocol
from any source IP to the home network IP and from any port to port 22. Based on this rule, Snort
will group threats detected in attempted dos. The first rule has an id of 1000020 and is a version 1
rule.

In this rule, what determines Snort can detect the threats being tested are flags and threshold.
Flags are control bits that indicate or indicate different connection states or information on how a
packet should be handled. In the first rule, Snort will make an alert if there is a packet with flags A
(ACK). The threshold is used to reduce the number of events logged from a rule. The threshold
command limits the number of events that are logged during a given time interval. The type threshold
in the rule means that Snort will record if for 60 seconds there are at least 15 events.

After testing, a comparison is also made between the applied rules and the rules that have
been found previously. The following are the results of the comparison of these rules, the following
is a comparison of the rules that have been found previously with the rules that have been applied
which can be seen in Table 4.

Table 4. Comparison of the DoS

Rule Hydra Medusa Remarks
1 Yes Yes No Error
2 Yes Yes There is an Error

From Table 4 it can be seen that rule number 1 (the rule that is applied) can detect the attacks
being tested from either the Hydra or Medusa tools. Making rule number 1 is done by applying the
previously found rule number 2 in table 2 (can be seen in the appendix in the SSH Brute Force
comparison rule section) and testing. The test results are also used as the basis for the tuning rule.
Tuning is done by looking at the factors that influence this attack. In this case, flags are generated in
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the TCP header which can be seen when indicating the number of times the event occurred in a unit
of time. The following is a display of the results of the SSH Brute Force test display using Hydra and
Medusa which can be seen in Figure 6 and Figure 7.

Sev. Sensor Source IP Destination IP Event Signature Timestamp.
Snoby 172.16.21 172.16.2.142 Potential SSH Brute Force Attack
Snoby 17216243 172.16.2.142 Potential SSH Brute Force Attack
Snoby 17216243 172.16.2.142 Potential SSH Brute Force Attack

Bk |l sty 17216243 172.162.142 Potential SSH Brute Force Attack 8:33AM

IP Header Information Perform Mass Classfication  Event Export Options | Permaiink
Source Destination Flags Proto Csum
172.16.2.43 @ 172.16.2.142 &)
Signature Information
Generator ID Sig. ID Sig. Revision Activity (61/184761) Category
1000020 4 % attempted-dos Query Signature Database View Rule
TCP Header Information

Sre Port Dst Port

53796 1126457815 3301716825

Payload

53 53 48 2d 32 2e 30 2d 6¢c 69 62 73 73 68 2d 30 2e 36 2e 31 Oa SSH-2.0-libssh-0.6.1.

Figure 6. Hydra SSH Brute Force and attack details

Sev. Sensor Source IP Destination IP Event Signature Timestamp
Snoby 172162142 17216243 Snort Alert [1:1000029:1)
Snoby 172.162.1 17216243 Snort Alert [1:1000029:1]
Snoby 172162142 17216243 Snort Alert [1:1000029:1]
Snoby 1721621 172,16.243 Bt Snort Alert [1:1000029:1]

Sev. Sensor Source IP Destination IP Event Signature Timestamp

[ . Snoby 172162.142 172.16.243 Snort Alert 1:1000029:1]
IP Header Information

Source Destination

172.16.2.142 (&) 172.16.2.43 [&)

Signature Information

Generator ID Sig. ID Sig. Revision Activity (4'194761) Category Sig Info

1000029 1 attempted-dos Query Signature Database View Rule
TCP Header Information

Src Port Dst Port

36386 22 850014968 0 10 0 2 29200 50990 0

Figure 7. Medusa SSH Brute Force and attack details

4. CONCLUSION
Based on the test results and previous results, the following conclusions were drawn:
1. Testing and implementation of the rules used can detect all types of attacks being tested.
2. The ability of each rule to detect attacks based on the precision rate and recall rate
produces a value of 1 for each type of attack tested. This shows the rule can detect 100%
of the tested threats and does not produce false positives.
3. The warnings generated by Snort are shown in a web form which can be seen in the
detail of each attack generated.
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